
































DEPARTMENT O} COMPUTER SCIENCE AND ENGINEERING

COURSE DESCRIPTION FILE

L PREREQUISITE(S):

Level Credits

UG 3 7

II. SCHEME OF INSTRUCTIONS

Lectu res Tutorials Practicals Credits

3 3

III. SCHf,ME OF EVALUATION & GRADING

Academic Year & Semester 2021-2022

Course Code PC 701 CS

Course Title INFORMATION SECURITY

Curriculum Regulation AICTE

Semester vil

Course lnstructor Dr.Shruthi SK, Assistant Professor, CSE Department

L

S. No Component Duration Maximum Marks

Continuous lnternal Evaluation (ClE)

1_. lnternal Examination - | 60 minutes 20

2. lnternal Examination - ll 60 minutes 20

Average of the two internal exams 20

5, Assignments 5

4. Quizzes 5

CIE (Total) 30

5
Semester End Examination

(University Examination)
3 hours 70

TOTAL 100

Marks
Range

85- 1 00 70to<85 60to<70 55to<60 50 to < 5-5 40to<50 <40 Absent

Grade S A B C D E F Ab
Grade
Point

10 9 8 7 6 5 0

Semester Prerequisites



Course Code Course Title Core / F.lectir,e

PC 7OT CS Information Security Core

Prerequisite
Contact Hours pcr Wcck

CIE SEE Clcdits
L T D P

3 I 30 70 3

Course Objectives

Course Outcomes
After completing this colrrse, the studerrt will be able to

l . Describe the steps in Security Systen,s development life cycle(SecSDLC)

2. Understand the common threats and attack to informationsystems

3. Understand the legal and ethical issues of informationtechnology
4. Identify security needs using risk management and choose the appropriate risk control stlntegy based

on businessneeds
5. Use the basic knowledge of security tiameworks in preparing security blue print for tlreorganization

6. Usaqe of lcactive solutions, network perimeter solution tools such as fircrvalls, host solutions snch as

antivirus software and Intrusion Detection techniques and knowledge of ethical hackingtcrols
1. Use ethical hacking tools to study attack pattems and cryptography and sccure communication

protocols
8. Understandthetechnicalandnon-technicalaspectsofsecurityprojectimplernentationand

accreditation

IINIT-I
Introduction: History, Critical Characteristics of Information, NSTISSC Sccurity Model, Components of
an lnformation System, Securing the Components, Balancing Security and Access,

The SDLC, The Security SDLC.

Need for Security: Business Needs, Threats, Attacks, and Secure Software Development

UNIT-II
Legal, Ethical and Prol'essional Issues: Law and ethics in Information Security, Relevant U.S. Laws,
International Laws and Lcgal Bodies, Ethics and Information Security.

Risk Management: Overview, Risk Identification, Risk Assessment, Risk Control Strategies, selecting a
Risk Control Strategy, Quantitative versus Qualitative Risk Control Practices. Risk Managernent
Discussion Points. Recommended Risk Control Practices.

UNIT-III
Planning for Security: Security policy, Standards and Practices, Security Blue Print, Security Education,
Conti nuity strategies.

Security Technology: Firewalls and VPNs: Physical Design, Firewalls, Protecting Reurotc c:onnections.

I]NIT-IV
Security Technology: Intrusion f)etection, Access Control, and other Secririty Tools: Intmsion Detcction
ancl Prerrention Systems-Scanning, and Analysis Tools- Access Control Devices.
Cryptography: Foundations of Cryptology, Cipher methods, Cryptographic Algorithms, C'r'yptograpliic
Tools, Protocols fbr Secure Communications, Attacks on Cryptosystetns

L



UNIT-V
lmplementing Information Security: Information security project managcnrent, TechnicaI topics of
implementation, Non-Technical Aspects of implen,entation, Security Cer:tifrcation and Accreditatiol.
Inftlrmation Security Maintenance: Security management models, \4aintenance morlel
Short case studies in Cryptography and Security: Secure Multi party calcLrlation, Virtual Elections,
Single Sign On, Secure Inter Btanch Payment transactions, Cross site scripting vulnerabilil\, (Book 2)

Suggested Readings:
Prescribed Books

1. Michael E Whitman and Herbert J Mattord, Principles of Inforntation Security, Cengage
Leaming, 6 th Edition 2018

2. Atulkhate, Cruptographu and Network Security" 4 th edition , Tata McGraw Hill , 2019
Rel'erence Books:

3. Nina Godbole, "Information Systems Security: Security Management, Metrics, Flameworks
and Best Practices" Second Edition, WILEY 2017

4. Gupta Sarika, "Information and Cyber Security", Khanna Publishing House, Delhi
5. v.K. Pachghare, "cryptog'aphy and Infonration Security", pHI Leaming



IV. SYLLABUS

SuggestedReading:
1' Michael E whitman and Herbert J Mattord, Principles of lnformation security, Cengage Learning,

6 th Edition 2018
2' Atulkhate, Cruptography and Network Security" 4th edition, Tata McGraw Hill, 2019 Brian w.3' Nina Godbole, "lnformation systems Security: security Management, Metrics, Frameworks and

Best Practices,, Second Edition, WILEy 2017
4. Gupta sarika, "rnformation and Cyber security,,, Khanna publishing House, Derhi5. V.K. Pachghare, ,,Cryptography 

and lnformation Security,,, pHl Learning

v E _ RESOURL-EsI

I
?,3. https://rvww.information-secu ritycom-

Unit Syllabus Descri on
Target
Hours

it

Security:

ntroduction H isto Cr rca aCh rary cterist cs of STN SIS C Security
M ode Comt, ntsne ofpo na nformati on ecS urin ht eSyste m, Com neoob p nts,
Ba cian Secu ang nd Th e DS Thrity Access, SecueLC, s .NeDLCrity foed r

siBu NCSS Ne ed Th rea As/ tS, an Secudttacks, Software re Devel ntopme

1,2

il es:Eth rca Pnd alrofessionLegal, lssu Law ethnd CS n foln mati on Secu rity
elR eva nt SU lnLaws, ernation La WS Bodi thELega c5 nd nfo m€S, ation

S skRi Man mentecurity age kRis de catntifi o AssRisk CSSn, me Ri knt,
Contro SC ctleStrategi €S, a isR Contking Srol itarategy Quan VC rSUSVE itaQual tive

CoRisk olntr P 'act ce R IS Mk aan ms, nte Dge Poiscussion an Rd omecnts, dmende R kS
ntrCo Pol 'a ct ces.

1,2

lil lannP forng Security: nSta dapoliSecurity rd S dn Pracy S B euctices, ecurity
S Eduecurity nConti ucation, S.ity Secu Technstrategie o Frity Isrewal na VPd Nlogy 5

caP Fi rewa ls, Protect mRe coote nn onecti S.

10

IV

cryptography: Foundations of cryptorogy, cipher methods, cryptographic
Algorithms, Cryptographrc Toors, protocors for secure Communications, Attacks on
Cryptosystems

Tools-

rulnt sronSecurity Dete ATechnology Controccessction, a dn othet, ecuS T,oolsrity
ntrusi no Detect no Pnda revent on canms-S nSyste nd naAing, ys is SSAcce

Contro Dev ces.

8

V

on-T

rity:

emmpl lnformationenting Sec lnfor ationm Surity: ect maecurity p neroj nagem t,
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S Sign reecu nteOn, Bra Pnch a ,atr nsayment Crossctions, S ite VU en abi ity

ookB 2
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Total
48
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v
Course Overview: ln this course students learn basics of information security, in both
management aspect and technical aspect. Students understand of various types of security
incidents and attacks, and learn methods to prevent detect and react incidents and attacks.
Students will also learn basics of application of cryptography which are one of the key

technologies to implement security functions.

The objectives of this course are to impart to the following to the students:

o To learn legal and technical issues in building secure informationsystems
o To provide an understanding of networksecurity
o To expose the students to security standards andpractices

COURSE OUTCOMES

After completing this course the student will be able to:

vI.

CO No. Course Outcome Taxonomy
Level

PC7O1CS.1 Demonstrate the importance of lS,role of lS professionals and
various phases involved in Sec SDLC

Remembering

PC7O1CS.2 Understand the common threats and attacks of lnformation
Secu rity

Understanding

PC7O1CS.3 ldentify security needs using risk management and choose the
appropriate risk control strategy based on business needs.

Analyzing

PC701CS.4 Usage of reactive solutions, network perimeter solution tools such

as firewalls, host solutions such as antivirus software and lntrusion
Detection techniques

Understanding

PC701CS.5 Develop an understanding of security policies (such as

authentication , integrity and confidentiality), as well as protocols
to implement such policies in the form of message exchanges

Applying

PC701CS.6 Understand the technical and non-technical aspects of security
project implementation and accreditation.

Analyzing\



VII. MAPPING OF COs WITH POs & PSOs

Correlation Level: High - 3; Medium - 2; Low - 1

Gaps iderrtified based on the mapping:

1. The syllabus covers theory, concepts and framework related to engineering knowledge. The Program
Outcotres 3,61o12 are not directly addressed.
Plan of Action / Corrective measures:

1) Teaching the software quality concepts through ppts and virtual learning sites, will help in using

modern ICT tools in learning the subject effectively. The following websites are provided for the students

to watch and learn. This addresses PO3

2) Teaching of professional ethics can be integrated in the course by encourage to students to do the

assignments and quizzes honestly and to teach them to report the experimental observation without
manipulation.

3) Team work and technical contmunication is encouraged by giving the student group assignments and

group tasl<s to solve a complex problern in parts.

hIlp : 11 WWtry, t Ulq rc1qp1Lq o mll nf o r m a t i o n 5 e c u ltlr! nde x.h lll

POI
co

PO

1

P02 PO3 PO4 PO5 PO6 P07 PO8 PO9 PO1

0

PO1

L

PO1

2

PS0

L

PSO2 PSO3

PC701"

CS.1 2

3 1 t 3 3 3 1, 2 2 t 2

PC701,

CS.2

1_ 1" 2 2 L 2 1 3 2

PC701.

CS.3
3

2
2

2 2 t 3

PC701,

CS.4
aJ

L 2 2 3 2 2 1 2 t

PC7O1

CS.5
3

2 2 2 2 2 1 t L 3 2 1

PC70t
CS.6

2 J 2 2

PC7O1

CS
2.7

1.8 1.6 1.8 2.7 2 2.1- 1 t 1. t-, J 2.6 1.3 1.6

httpl/_/r,ytlU.r-nlo*rn_ailgnseg{.lty,A.pm

2 2



Mapped POs& PSOs (Direct): PO1.,PO2, PO3, PO4,.

Mapped POs& PSOs (Corrective measures): PO5,PO6,PO7,PO8, P09, PO10,PO1L

Course outcomes:

PCT0lCS.lDemonstrate the impoltance of IS ,role of IS professionals and various phases involved
in Sec SDLC(Remembering)

PC701CS.2 Understand the common threats and attacks of Information Security(Understanding)

Pol
co

PO

1

P02 PO3 PO4 PO5 PO6 P07 PO8 PO9 PO

10

PO

LL

PO

L2

PSO

L

PSO2 PSO3

PC7O1

CS.1 J

2 J 1, 2 2 2 2 t t

PC701

CS.2
J

5 1 2 3 3 2 3 3 3 3

PC701,

CS.3
3

3 2 2 3 5

PC701,

CS.4
3

t J J )
J 2 5 3 3 2 3

PC7O1

cs.5
3

3 2 2 3 3 3 1. 2 2 1. 3 2 t

PC701,

CS.6

2 2 2 3 3 3 2 2 2 2 3

PC7O1

CS
2.8

2.5 2.2 2.2 2.8 2.5 2.3 1. 2.3 2.3 2.3 2 1.6

Mapping
Level

Justification

PO1

3

Definitions of all types of testing types,such as white box,black box are foundational
principles of Software verification and validation and directly contribute to
engineering knowledge.

P02 7 The above definitions are directly supportive in understanding the problem analysis.
PO3 )

J Encouraging learning of basic concepts through ICT teaching-Learning resources
PO4 1 Practicalapproach to teach concepts in learning process

PO5 2 Group assignments and tasks
PO5 2 Group assignments and mutual presentations

Mapping
Level

Justification

PO1 2 Understanding the Establishmentof SQA are all directly related to engineering
knowledge and needs understandirrg of fundamental quality methods and
principles.

P02 1 Directly supportive for problem analysis

PO3 1, Encouraging learning from ICT learning tools and usefulvideos
P04 ) Indirect but practical approach to teach honesty in learning process

PO5 2 Group assignments and tasks

Revised Mapping closing the gaps:

3

2.6

L
CO-PO/PSO mappins Justification



PO6 1 Group assignments and mutual presentations

PC701CS.3 ldentify security needs using risl< management and choose the appropriate risk control

strategy based on business needs(Analyzing)

PC701CS.4 Usage of reactive solutions, network perimeter solr-rtion tools such as firewalls, host
solutions such as antivirus softu,ale and Intrr-rsion Detection techniques (Understanding)

PC701CS.5 Develop an understanding of security policies (such as authentication , integrity and
confidentiality). as well as protocols to implement such policies in the form of message
exchanges

PC701CS.6 Understand the technical and non-technical aspects of security project implementation
and accreditalion.

Mapping
Level

Justification

PO1 3 Applying the quality assurance metrics to evaluate quality for various types of
softwares - This is directly enhancing engineering knowledge for problem solving.

P02 2 The above is directly supportive in understanding the problem analysis of quality
assurance

PO5 1. Encouraging learning from ICT materialand videos

PO6 1. lndirect but practical approach to teach honesty in learning process

P07 1. Group assignments and tasks

Mapping
Level

Justification

P02 )J Directly contributing to engineering knowledge and analyzing to make appropriate
choice of testing methods in engineering applications

PO3 3 Directly dealing with enhancing problem analysis skills
PO4 1 Directly supportive In designing of structural members based on analysis and

suitable interpretation of the available data.
PO5 1 Forrns foundation principles to solve complex problems.

PO6 1 Encouraging learning from ICT material and educational videos & animations

Mapping
Level

Justification

PO1 3 Directly enhancing engineering knowledge
P02 5 Directly dealing with enhancing problem analysis skills
PO3 2 Encourages comparison of testing techniques used

PO4 2 lnvolves interpretation skills from comparison of engineering data.
PO5 1 Encouraging learning from ICT material and educational videos & animations
PO6 1. lndirect but practical approach to teach honesty in learning process

P09 1. Group assignments and tasl<s

PO10 1, Group assignments and mutual presentations

Mapping
Level

Justification

PO1 3 Directly enhancing engineering knowledge but analyses and appropriate graphical
representation of the engineering data.

P02 3 Directly dealing with enhancing problem analysis skills

PO3 2 Essential pre-requisite in desigrrlng of structural members based on analysis and

L



suitable interpretation of the available data,
PO4 2 Fornr foundation principles to solve complex problems in real life
PO5 L Encouraging learning from ICT material and educational videos & animations
PO8 L lndirect but practical approach to teach honesty in learning process

PO9 t Group assignments and tasl<s

vIII.
1.

2.

3.

4.

5.

IX.

TBACHII{G-LtrARNING METHODOLOGY ADOPTED

Chalk and Talk

PPTs, Animations and Videos for illustrations

Learning by doing

Collaborative Learning (Think Pair Share)

Group Assignment - Project

MBTIIOD OF ASSESSMENT OFCOs and POs:

COs Relevant POs Mode of Assessment
PC7O1CS.1-
PC7OICS.5

PO 1 : ENGINEERTNG I(NOWLEDGE
PO2:PROBLEM ANALYSIS
PO3; DESIGN/ DEVELOPMENT OF SOLUTIONS
PO4: CONDUCT INVESTIGATION ON COMPLEX
PROBI-EMS
PSO 1 : PROFESSIONAL COMPETENCE

Assignments, Quizzes, Intemal
Examinations and External Examination
result

PCTOiCS.I-
PC7OICS.5

PO5: MODERNTOOL USACE Exercises to learn through tCT tools and
internet rvebsites, Usage of Excel
worksheets for problem solving

PC70ICS.l-
PC7O1CS.5

POS: ETHICS Assignments, Qr:izzes

PC7OlCS.I-
PC7O1CS.5

PO9: iINDIVIDUAL AND TEAM WORI(
PO10: COMMUNICATION

Group Assignments, Writing skills in
documenting assignments, Presentations



x. LESSON PLAN:

The course plan is meant as a guideline. There may probably be changes

S
Unit Topic

No. of
Periods

Cumulative
periods

1"

a Introduction : History Soflware Quality Assurance
Characteristics of information, NSTISSC Security
model, Components of an information system,

4
4

2
o Securing the components, balancing security and

access, The SDLC, The security SDLC
4

8

3
r Need fbr security: Business needs
o Threats, Attacks-secure soflware development

7
15

4

ilA

a Legal, Ethical and Professional lssues: Law and ethics in

information security, relevant U.S laws - international
laws and legal bodies

1_

1.6

5 o relevant U.S laws - international laws and legal bodies
5 2t

6 Ethics and information securitya
t

22

7

ilB

a Risl< Management: Overview, Risk ldentification, risl<

assessment, risl< control strategies
1.

23

B a Selecting a risl< control strategy 3
24

9

e Quantitative versus qualitative risk control practices
e Risl< management discussion points
o Recommended risk control practices.

1.
25

10

iltA

a Planning for security: Security policy 1
26

1.1,

o Standards and practices
o Security blue print
o Security education

3
29

iltB

a Continuity strategies t
30

13

3 Security Technology: Firewalls and VPNs: Physical
design

firewallsa
2

32

t4 5 Protecting remote con nections 1.
33

15

IV

a Security Technology: lntrusion detection, Access

control and other security tools: lntrusion detection
and prevention systems

3
36

1,6 o Scanning and analysis tools, Access control devices 2
38

t7 Cryptography: Foundations of cryptograph, cipher
methods, cryptograplr ic a lgorithms.

e 2
4A

L

(

No.

tz



s.

No
Unit Topic

No. of
Periods

Cumulative
periods

1B

a Cryptographic tools, Protocols for

comrnu nications, Attacks on cryptosystems

secure
1 4t

31

a lmplementi ng I nformation security: I nformation

security project management, technical topics of
implementation, non-technical aspects of
implementation.
Security certification and accreditation.a

3 44

32

a Security and Personnel: Positioning and staffing

security function, Employment policies and practices,

internal control strategies
lnformation security Maintenance: Security
management models. The maintenance model,
D igita I fo rensics.

a
4

48

41,
TOTAL 48

Prepared by: Dr.Shruthi SK, Asst. Professor, CSE
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